
Final Review Sheet for Introduction to Cryptology:
ENEE459E/CMSC498R

1 Overview

The final exam will be held on 5/19/14 from 10:30-12:30 in ITV 1100 (our regular classroom). It is not
cumulative and is open book and open notes.

2 Sections Covered

The exam will cover the following Sections from the textbook:

– Chapter 4: Sections 4.1, 4.2, 4.3, 4.4, 4.5, 4.6, 4.7.
– Chapter 5: Sections 5.1, 5.2.
– Chapter 7: Sections 7.1 (excluding 7.1.5), 7.2 (excluding 7.2.2), 7.3 (excluding 7.3.4), Section 7.4 (Sub-

section 7.4.2 only).
– Chapter 9: Sections 9.3, 9.4.
– Chapter 10: Sections 10.2, 10.4, 10.5

The following is a list of general topics focused on in the final exam and several practice problems for
each topic.

3 Practice Problems

3.1 Message Authentication Codes and Collision-Resistant Hash Functions
1. Let F be a pseudorandom function and let (Gen,H) be a collision resistant hash function. Show that

each of the following message authentication codes is insecure. (In each case the shared key is (s||k)
where s← Gen(1n) is the CRHF key and k ∈ {0, 1}n is the PRF key.)

(a) To authenticate a message m = m1||m2, where m1,m2 ∈ {0, 1}n, compute t := Fk(H
s(m1||m2))

||Fk(H
s(m2||m1)).

(b) To authenticate a message m = m1||m2||m3, where m1,m2,m3 ∈ {0, 1}n, compute t := Fk(H
s(m1||m2))

||Fk(H
s(m2||m3)).

2. Let (Gen1, H1), (Gen2,H2) be two hash functions. Define (Gen,H) so that Gen runs Gen1 and Gen2
to obtain keys s1, s2 respectively. Then define Hs1,s2(x||y) = Hs1(x)||Hs2(y). Prove that if both of
(Gen1,H1) and (Gen2,H2) are collision resistant, then (Gen,H) is collision resistant.

3. For each of the following modifications to the Merkle-Damgard transform, determine whether the result
is collision resistant or not. If yes, provide a proof. If not, demonstrate an attack.

(a) Let x∗ such that hs(0ℓ||x∗) = 0ℓ be public. Modify the construction so that the input length is not
included at all (i.e. output zB and not zB+1 = hs(zB||L)).

(b) Modify the construction so that instead of outputting z = hs(zB||L), the algorithm outputs zB||L.
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3.2 Practical Constructions of Pseudorandom Permutations

1. Assume an SPN with block length 128. Moreover, assume there is no permutation step–only substi-
tution steps and assume the same key schedule as our example in class (i.e. for an n-round network,
k = k1, . . . , kn and the i-th part of the key is used in round i). How many round substitution network
can you recover the entire key for in time 240?

2. Consider a 1-round Feistel network where the round function is a PRF Fk(·). Is the function computed
by the Feistel network a PRP?

3. Consider a 2-round Feistel network where the round function is a PRF Fk(·). Is the function computed
by the Feistel network a PRP?

3.3 Key Exchange

1. Consider the following key-exchange protocol: Common input: The security parameter 1n. The protocol:

(a) Alice runs G(1n) to obtain (G, q, g).
(b) Alice chooses x1, x2 ← Zq and sends h1 = gx1·x2 to Bob.
(c) Bob chooses x3 ← Zq and sends h2 = gx3 to Alice.
(d) Alice outputs h2 · gx1·x2 . Bob outputs h1 · gx3 .

Show that Alice and bob output the same key. Analyze the security of the scheme (i.e. either prove its
security or show a concrete attack).

2. Consider the following key-exchange protocol: Common input: The security parameter 1n. The protocol:

(a) Alice runs G(1n) to obtain (G, q, g).
(b) Alice chooses x1, x2 ← Zq and sends h1 = gx1+x2 to Bob.
(c) Bob chooses x3 ← Zq and sends h2 = gx3 to Alice.
(d) Alice outputs hx1+x2

2 . Bob outputs hx3
1 .

Show that Alice and bob output the same key. Analyze the security of the scheme (i.e. either prove its
security or show a concrete attack).

3.4 Public Key Encryption

1. Show that any 2-round key exchange protocol (that is, where each party sends a single message) satis-
fying Definition 9.1 can be converted into a public-key encryption scheme that is CPA-secure.

2. The public exponent e in RSA can be chosen arbitrarily, subject to gcd(e, ϕ(N)) = 1. Popular choices
of e include e = 3 and e = 216 + 1. Explain why such e are preferable to a random value of the same
length.
Hint: See the algorithm for modular exponentiation in Appendix B.2.3.
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